5 WHAT WE CLAIM: 

-7 A cryptographic communication system comprising: 

a pibrality of user communication interfaces, each of said communication 
interface includirfcu 

a data receiver; 
1 0 a string genWator; 

a data processoKconnected to said string generator; and 
P a memory connecteo^io said string generator, said memory having stored 

a seed value; 

1^ a master station, said master station\ncluding: 

H 

a data transmitter 
a second string generator; 

a second data processor connected to ^id second string generator; and 



p a second memory connected to said secoi^d string generator, said second 



20 



memory having stored said seed value, 

2. The cryptographic communication system according to claim 1 , 
wherein said string generator is a pseudo-random string generator, and 
wherein said second string generator is a pseudo-random string generator. 
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3. The cryptographic communication system according to claim 1 , 

erein each of said plurality of user communication interface further includes a 
key block forhqation device, and 

wherein said master station further includes a second key block formation device. 



10 



n 



20 



25 



4. The cryptographic communication according to claim 1 , wherein each of 
said plurality of user communicatk^n interface is connected to said master station 
through a communication network. 

5. The cryptographic communication ac^ding to claim 1 , wherein each of 
said plurality of user communication interface communic^es with the master station via 
a wireless network. 

6. The cryptographic communication system according to claim 1, wherein 
each seed value stored in a user communication interface is unique. 



\K^j^ 7. TT-'^e^cryp^ communication system according to claim 6, 

^ wherein said secbn^ i^riemory of said master station includes a plurality of seed 
values, and 

wherein each of said seed values sfbf^ in said second memory correspond to a 
value stored by the memory of one of said plilrality of said user communication 
interface. 
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\8. The cryptographic communication system according to claim 1 , 

lerein said second memory of said master station stores a user address value 
for each of\aid plurality of user communication interface. 
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'V. 



a 
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9. The \jryptographic communication system according to claim 8, wherein 
each of the seed vaitjes stored in said second memory is referenced to by the user 
address value corresponding to the user communication interface in which the seed 
value is stored. 

1 0. The cryptographic co)^munication system according to claim 1 , 
wherein said second memory Vf said master station stores a user identification 

for each of said plurality of user commurrtcation interface. 

11. The cryptographic communicatiori system according to claim 10, wherein 
each of the seed values stored in said second memory is referenced to by the user 
identification corresponding to the user communication^nterface in which the seed value 
is stored. 
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1 2. The cryptographic communication system according to claim 1 , 
wherein each of said plurality of user communication interface further includes a 
data decryptor, and 

wherein said master station further includes a master data encrypt6r. 
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5 1 3. The cryptographic communication system according to claim 1 , 

wherein each of said plurality of user communication interface further includes a 
data encryptor, and 

wherein said master station further includes a master data decryptor. 

10^^ (p-^ lAr^"""""""^^^ communication system according to claim 1 , 

A wherein the memor^^-otat least one of said user communication interface 
includes a configurable common seed v&tu^and 

C3 

\y wherein the master memory of the masteN^ation includes said configurable 

H 

common seed value. 

^" 15. The cryptographic communication system according to claim 1, wherein 

\^ 

\^ said master station can transmit data to each of said plurality of user communication 
iy interfaces. 

20 1 6. A method of cryptographic communication comprising the steps of: 

generating data strings; 

forming a decryption key using at least one of said data strings; 
receiving a signal; and 

decrypting the received signal using said decryption key. 
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17. The method of cryptographic communication according to claim 16, 
wherein said data strings are generated in a pseudo-random order. 
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5 18. The method of cryptographic communication according to claim 16, further 

comprising the step of determining whether the received signal is encrypted. 

19. The method of cryptographic communication according to claim 16, further 
comprising the step of selecting a seed value from which said data string is to be 

10 generated. 

20. The method of cryptographic communication according to claim 16, further 
comprising the step of forming an encryption key using at least one of said generated 
data strings. 

21 . The method of cryptographic communication according to claim 20, further 
comprising the step of encrypting an output signal using said encryption key. 

22. The method of cryptographic communication according to claim 20, further 
comprising the step of transmitting said output signal. 

23. The method of cryptographic communication according to claim 16, 
wherein said data string is generated from a seed value. 

25 24. The method of cryptographic communication according to claim 16, further 

comprising the step of transmitting a user address or a user identification. 
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25. A method of cryptographic communication comprising the steps of; 
generating data strings; 

forming an encryption key using at least one of said data strings; 
encrypting a signal using said encryption keys; and 
transmitting the signal. 

26. The method of cryptographic communication according to claim 25, 
wherein said data strings are generated in a pseudo-random order. 

27. The method of cryptographic communication according to claim 25, further 
comprising the step of determining whether to encrypt the signal prior to transmitting the 
signal signal. 

28. The method of cryptographic communication according to claim 25, further 
comprising the step of receiving an incoming signal. 

29. The method of cryptographic communication according to claim 25, further 
comprising the step of storing a user address. 

30. The method of cryptographic communication according to claim 25, further 
comprising the step of storing a user identification. 
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31. 

comprising 



The method of cryptographic communication according to claim 28, further 
the step of determining whether said incoming signal is encrypted. 



32. The method of cryptographic communication according to claim 29, further 
comprising the step of storing a seed value. 

33. The method of cryptographic communication according to claim 32, further 
comprising the step of linking said user address to said seed value. 

34. The method of cryptographic communication according to claim 32, further 
comprising the step of linking said user identification to said seed value. 

35. The method of cryptographic communication according to claim 32, 
wherein said data strings are generated using said seed value. 

36. The method of cryptographic communication according to claim 35, further 
comprising the step of forming a decryption key using at least one of said data strings. 

37. The method of cryptographic communication according to claim 36, further 
comprising the step of decrypting said incoming signal using said decryption key. 
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5 38. A computer readable medium including executable instructions for causing 

a processor to perform a method of cryptographic communication, said method 
comprising the following steps: 
generating data strings; 

forming decryption keys using at least one of said data strings; 
10 receiving a signal; and 

decrypting the received signal using said decryption key. 

39. The computer readable medium of claim 38, wherein said data strings are 
generated in a pseudo-random order. 

40. The computer readable medium of claim 38, wherein said method further 
comprises the step of determining whether the received signal is encrypted. 

41. The computer readable medium of claim 38, wherein said method further 
comprises the step of selecting a seed value from which said data string is to be 
generated. 

42. The computer readable medium of claim 38, wherein said method further 
comprises the step of sending a user address. 

25 

43. The computer readable medium of claim 38, wherein said method further 
comprises the step of forming an encryption key using said generated data strings. 
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44. The computer readable medium of claim 43, wherein said method further 
comprises the step of encrypting an output signal using said encryption key. 

45. The computer readable medium of claim 43, wherein said method further 
1 0 comprises the step of transmitting an output signal. 



I Li 
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46. The computer readable medium of claim 41 , wherein said data string is 
generated from the selected seed value. 



C3 

I* 

I ; 

1^ 47. The computer readable medium of claim 38, wherein said method further 



comprises the step of transmitting a user identification. 

^u^^^"^^8:^^^^Ac^ readable medium including executable instructions for causing 

- a processor to^'^fert^m a method of cryptographic communication, said method 
20 comprising the following ste^s;^ 
generating data strings; 

forming an encryption key using said dafeK^rings; 
encrypting programming signal using said encry|3tjon key; and 
transmitting the programming signal. \ 



49. The computer readable medium of claim 48, wherein said data strings are 
generated in a pseudo-random order. 
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5^^^^ 50. The compuferfea^ble medium of claim 48, wherein said method further 
comprises the step of determining whether t5^-e«Qrypt the programming signal prior to 
transmitting said signal. 



51. The computer readable medium of claim 48, wherein said method further 
10 comprises the step of receiving an incoming signal. 



52. The computer readable medium of claim 48, wherein said method further 

C3 

kq comprises the step of storing a seed value. 

1= 

53. The computer readable medium of claim 52, wherein said method further 
'-y' comprises the step of storing a user identification. 

p 54. The computer readable medium of claim 51, wherein said method further 

i X 

[a comprises the step of determining whether said incoming signal is encrypted. 

C3 

20 55. The computer readable medium of claim 52, wherein said method further 

comprises the step of storing a user address. 



56. The computer readable medium of claim 55, wherein said method further 
comprises the step of linking said user address to said seed value. 

25 

57. The computer readable medium of claim 53, wherein said method further 
comprises the step of linking said user identification to said seed value. 
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58. The computer readable medium of claim 55, wherein said data strings are 
generated using said seed value. 

59. The computer readable medium of claim 48, wherein said method further 
comprises the step of forming a decryption key using at least one of said data strings. 

60. The computer readable medium of claim 59, wherein said method further 
comprises the step of decrypting said incoming signal using said decryption key. 
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